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Enhancing CI Protection through COSMOS IBC
in the ATLANTIS Project

Stamatia Rizou (Singular Logic), Costas Vrioni and dr. Artemis Voulkidis (Synelixis)

The ATLANTIS project leverages the Cosmos SDK and its Inter-Blockchain Communication (IBC)
protocol to enhance the resilience and security of Critical Infrastructures (CI) across Europe. By
enabling interoperable and secure data exchange among diverse blockchain networks, these
technologies facilitate collaborative threat mitigation and knowledge sharing. This innovative
approach addresses the pressing need for integrated, adaptable cyber-physical protection
services, significantly improving CI resilience against systemic threats and complex attacks.

1. Introduction

In the rapidly evolving digital landscape, the complexity of cyber-physical systems and the
interconnectivity of critical infrastructure have escalated the challenges in safeguarding
against systemic threats, hybrid attacks, and complex vulnerabilities. These challenges are
exacerbated by the disparate nature of existing protection solutions, which often operate in
silos, hindering effective communication and collaboration across different entities and
borders. The ATLANTIS project [1] emerges as a beacon of innovation in this context, aiming
to implement a trusted, integrated, yet adaptable collaborative Knowledge Sharing
framework. This framework is designed to enhance the protection capabilities of European
Critical Infrastructure (ECI) through advanced cyber-physical protection services.

Central to the ATLANTIS project's approach is the leveraging of Blockchain technology,
specifically utilizing the Cosmos SDK [2], to enable secure, traceable, and interoperable
information sharing across heterogeneous blockchain and Distributed Ledger Technologies
(DLTs). The Cosmos SDK's Inter-Blockchain Communication (IBC) protocol stands out as a
pivotal component in this endeavour, offering a robust mechanism for seamless data
exchange between independent blockchains [3]. This paper sets the stage for a detailed
exploration of the IBC's features and benefits, particularly in the context of the ATLANTIS
project. It aims to present innovative solutions to the challenges of cross-domain, cross-CI,
and cross-border knowledge sharing, risk assessment, threat analysis, and countermeasures
mitigation. By harnessing the power of IBC, the ATLANTIS project not only aims to bridge
the technological gaps in security enforcement but also to foster a collaborative ecosystem
for distributed end-to-end incident mitigation, thus contributing significantly to the
resilience and security of critical infrastructures.

2. The Current State of Affairs in Inter-Blockchain
Communication

The realm of blockchain technology has witnessed significant advancements, with the
development of diverse blockchain networks each tailored to specific needs and
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functionalities. However, this diversity has led to a fragmented ecosystem where blockchains
operate in isolation, unable to communicate or share information with one another. This
isolation presents a significant challenge, particularly in the context of critical infrastructure
protection, where the ability to share data across different platforms and technologies is
paramount.

The Cosmos network, with its Inter-Blockchain Communication (IBC) protocol, has
emerged as a leading solution to this challenge, offering a standardized framework for inter-
blockchain communication. IBC facilitates the secure exchange of data and assets across
independent blockchains, enabling interoperability and creating a more interconnected and
efficient blockchain ecosystem. This capability is particularly relevant for projects like
ATLANTIS, which require the integration of diverse data sources and blockchain
technologies to enhance the protection of critical infrastructure.

Despite these advancements, there remain gaps in the current technology and knowledge
base. One of the primary challenges is the integration of IBC with existing blockchain and
DLT systems, especially those that were not designed with interoperability in mind.
Additionally, there is a need for more robust privacy and security measures within the IBC
framework to ensure that sensitive information shared across blockchains remains
confidential and secure. This is crucial for applications in critical infrastructure protection,
where the integrity and confidentiality of shared data are paramount.

Furthermore, the adoption of IBC and similar technologies is still in its early stages, with
many organizations and projects yet to not fully embrace the potential of interoperable
blockchain ecosystems. There is also a knowledge gap among stakeholders in understanding
the technical complexities and benefits of IBC, which hinders its broader implementation.

In conclusion, while the Cosmos IBC protocol represents a significant leap forward in
enabling interoperable blockchain communication, there is a clear need for further research,
development, and education to address the existing gaps. For the ATLANTIS project,
leveraging IBC offers a promising pathway to achieving a secure, integrated, and
collaborative knowledge-sharing framework. However, realizing this potential will require
overcoming the current technological and knowledge barriers, ensuring that IBC can be
effectively integrated into the complex landscape of critical infrastructure protection.

3. The Role of Inter-Blockchain Communication

The Inter-Blockchain Communication (IBC) protocol, developed as part of the Cosmos
ecosystem, serves as a pivotal technology in addressing the interoperability challenges
identified within the realm of blockchain and distributed ledger technologies. By enabling
secure and standardized communication between disparate blockchain networks, IBC fills
critical gaps in the current blockchain landscape, particularly in applications requiring
collaborative data sharing and processing, such as the ATLANTIS project.

The diagram below (see Figure 1) illustrates how the ATLANTIS project can leverage IBC to
connect three separate blockchains, referred to as LSP1, LSP2, and LSP3, to a central IBC
blockchain. These connections are facilitated by Relayers, which are responsible for
transmitting messages and transactions between the IBC blockchain and the LSP
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blockchains. This architecture enables the seamless flow of critical information and assets
needed for effective risk assessment, threat analysis, and mitigation strategies.
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Figure 1. Inter-blockchain communication across various LSPs.

Key features of the IBC technology that address the identified gaps include [4]:

¢ Interoperability: IBC allows diverse blockchains to communicate, share data, and
transfer assets, bridging the gap between isolated networks.

e Security: The protocol employs sophisticated cryptographic techniques to ensure
that data exchanged between chains is secure and tamper-proof.

e Scalability: By allowing individual blockchains to interact, IBC mitigates the
scalability issues associated with single-chain solutions, distributing the load across
multiple networks.

e Modularity: IBC's design is highly modular, allowing for the integration of various
consensus mechanisms, state machines, and other blockchain components.

¢ Efficiency: IBC is designed for high performance, ensuring that the exchange of
information and assets is both fast and cost-effective.

o Flexibility: It can be integrated with various blockchain architectures, making it
adaptable to the specific needs of different projects like ATLANTIS.

In the context of the ATLANTIS project, IBC’s role extends beyond mere data sharing. It
enables the creation of a decentralized, collaborative platform for threat analysis, risk
assessment, and incident mitigation across critical infrastructures. By leveraging IBC,
ATLANTIS can integrate data from multiple blockchain networks, enhancing the platform's
ability to detect, analyze, and respond to systemic threats in a coordinated and efficient
manner.

The inclusion of IBC within the ATLANTIS framework exemplifies a strategic approach to
overcoming the fragmentation and isolation prevalent in current blockchain
implementations. It paves the way for a new era of blockchain applications where
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interoperability and collaboration are at the forefront, driving innovations in critical
infrastructure protection and beyond.

4. The Research and Development Path in ATLANTIS

The ATLANTIS project represents a concerted effort to address systemic threats and
enhance the protection capabilities of critical infrastructures through advanced
technological solutions. Central to this endeavor is the strategic choice of leveraging the
Cosmos SDK over other blockchain platforms like Quorum and Ethereum. This decision was
driven by Cosmos SDK's inherent advantages in terms of interoperability, scalability, and
sovereignty, which align closely with the project's objectives.

The research and development activities within ATLANTIS have yielded significant
milestones, notably the successful implementation of Inter-Blockchain Communication
(IBC) among LSPs. This achievement marks a pivotal step in enabling seamless data
exchange and collaboration across different blockchain networks, thereby fostering a more
integrated and efficient ecosystem for critical infrastructure protection.

A key design choice in this process was the prioritization of interoperability and security,
leading to the selection of the Cosmos SDK. Unlike Ethereum, which operates on a single,
congested network, or Quorum, which focuses on permissioned blockchain applications,
Cosmos SDK offers a more flexible and scalable framework. This allows ATLANTIS to build
a decentralized network of blockchains, each tailored to specific needs yet capable of
communicating through the IBC protocol.

Furthermore, the integration of the Human-in-Vicinity system (HiVIC) represents a
significant advancement in the project's capabilities. HiVIC, comprising a mobile
application and an associated backend, serves as a critical tool for disseminating information
and warnings about potential security threats or hazards. The integration of HiVIC with the
blockchain infrastructure enhances the responsiveness and reach of the ATLANTIS
platform, enabling real-time alerts and information sharing across the network.

Looking ahead, the ATLANTIS project is poised for further advancements in blockchain
technology and its applications in critical infrastructure protection. The roadmap includes
the introduction of additional features and the optimization of existing systems within the
ATLANTIS framework. Key areas of focus will include enhancing the scalability and
efficiency of the IBC protocol, ensuring that the platform can accommodate the growing
volume and complexity of inter-blockchain transactions.

5. The Challenges and Barriers

The implementation of advanced blockchain technologies within the ATLANTIS project,
while promising, is not without its challenges and barriers. These hurdles span technical,
operational, and regulatory domains, each posing distinct obstacles to the project’s success.

Technical Challenges

One of the primary technical challenges is ensuring seamless interoperability among diverse
blockchain networks. While the Cosmos SDK and its IBC protocol provide a robust
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framework for inter-blockchain communication, integrating this technology with existing
systems, especially those not originally designed for interoperability, can be complex.
Ensuring compatibility, maintaining security, and achieving efficient transaction processing
across different blockchain architectures require ongoing technical innovation and
optimization.

Data management presents another significant challenge. The secure, efficient, and privacy-
compliant handling of vast amounts of data from various sources is critical, especially when
dealing with sensitive information related to critical infrastructure protection. The
ATLANTIS project must navigate the intricacies of data storage, retrieval, and sharing while
ensuring the integrity and confidentiality of the data.

Operational Barriers

Operational barriers include the scalability of the solutions being developed. As the
ATLANTIS framework expands to accommodate more stakeholders and integrate additional
data sources, maintaining performance and responsiveness becomes increasingly
challenging. Ensuring that the system can scale effectively without compromising security
or functionality is a key concern.

Regulatory Issues

Regulatory compliance is a significant barrier, given the cross-border nature of the
ATLANTIS project and the diverse legal frameworks governing blockchain technology and
data protection in different jurisdictions. Navigating these complex regulatory landscapes,
especially in the context of critical infrastructure protection, requires a careful and informed
approach. Ensuring that the ATLANTIS framework complies with all relevant laws and
regulations, including those related to data privacy (such as the GDPR in Europe),
cybersecurity, and blockchain technology, is paramount.

Furthermore, the dynamic nature of regulatory environments means that the ATLANTIS
project must remain adaptable, ready to adjust its strategies and technologies in response to
new laws and regulations.

6. The Benefits and Impact

Overall, IBC offers a groundbreaking solution for the interoperability of disparate
blockchain networks, unlocking a plethora of benefits. One significant advantage lies in
enhancing data non-repudiation and integrity across interconnected blockchains. Through
IBC, data can seamlessly flow between different blockchain ecosystems while maintaining
cryptographic verifiability, ensuring that transactions cannot be denied by any party
involved. This fosters trust and transparency, bolstering the credibility of data exchanges
and transactions. Moreover, by enabling secure and immutable communication between
blockchains, IBC minimizes the risks of data manipulation or tampering, thus fortifying the
integrity of information shared across decentralized networks. As a result, IBC not only
facilitates seamless interaction between blockchains but also strengthens the reliability and
authenticity of data, paving the way for more robust and trustworthy decentralized
applications and systems.
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7.  Future Outlook

The employment of IBC in the context of critical infrastructure for the exchange of data
evidence of CIs presents both challenges and opportunities. On one hand, integrating IBC
into CI ICT processes introduces a layer of complexity due to the stringent security and
privacy requirements associated with handling sensitive information. However, IBC also
offers significant benefits by enhancing the security, integrity, and interoperability of data
exchanges across decentralized networks.

By leveraging IBC, CIs can establish secure channels for exchanging sensitive data between
different blockchain platforms while maintaining cryptographic verification and
auditability. This ensures that critical data remains tamper-proof and verifiable, reducing
the risk of unauthorized access, manipulation, or data breaches. Additionally, the
decentralized nature of blockchain networks combined with IBC can enhance resilience
against single points of failure and cyberattacks, thereby bolstering the overall robustness
and reliability of critical infrastructure systems.

Furthermore, implementing IBC in CIs can facilitate seamless collaboration and information
sharing among various stakeholders, including government agencies, private organizations,
and regulatory bodies. This can streamline processes, improve response times during
emergencies, and enhance overall situational awareness, ultimately contributing to more
effective and resilient critical infrastructure operations.

8. Conclusions

The ATLANTIS project represents a pioneering initiative in leveraging blockchain
technology to enhance the protection and resilience of critical infrastructure across Europe.
By adopting the Cosmos SDK and its Inter-Blockchain Communication (IBC) protocol, the
project addresses the pressing need for interoperable, secure, and efficient data sharing
among diverse blockchain networks. The successful implementation of inter-blockchain
communication among LSPs and the integration of the HiVIC system underscore the
project's commitment to innovative, practical solutions for critical infrastructure protection.

Despite the promising advancements, ATLANTIS faces a range of challenges and barriers,
from technical complexities and operational scalability to regulatory compliance issues.
However, the project's strategic approach, focusing on technical innovation, stakeholder
engagement, and regulatory adaptability, positions it well to overcome these hurdles.

In conclusion, the ATLANTIS project stands as a testament to the potential of blockchain
technology in transforming the landscape of critical infrastructure protection. Through
continued research, development, and collaboration, ATLANTIS aims to bridge the gaps in
current protection solutions, fostering a more secure, resilient, and interconnected critical
infrastructure ecosystem in Europe CI.
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